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Pozarni zid

Pozarni zid (firewall) je naprava ali programska oprema, ki se namesti med omrezjem ali
racunalnikom z namenom, da se zagotovi varnost.

Ponavadi se poZarni zid uporabi v tocki, kjer se lokalno racunalniSsko omrezje prikljuci na
internetno omrezje, da $€iti raCunalnike pred splosnim TCP/IP prometom, kot je
pokazano na spodnji sliki.
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LAMN Firewall

Pogledali bomo kako deluje Interner Connection Firewall (IFC), ki je sestavni del
operacijskega sistema Windows XP in je namenjen varovanju enega PC racunalnika ob
dostopu na Internet. ICF deluje tako, da varuje PC racunalnik pred zunanjimi vdori.
Poglejmo si primer, ko zahtevamo podatke iz web strani se podatki prenesejo iz PCV
racunalnika na web streznik in iz web streznika nazaj na PC, pri tem pa ICF pregleda
pakete in primerja IP naslov. Ce najde pravi IP naslov tabeli destinacijskih naslovov
potem spusti promet na PC. Ce med tem prispe kakr$en koli drug promet na PC; ki ni
zapisan v destinacijski tabeli, potem se paketi zavrnejo

How ICF Works

1. Computer requests www.msn.com.

2. Internet returns www.msn.com.
.

~ Internet

3. ICF accepts www.msn.com.

4. ICF rejects all unsolicited traffic.
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Z ICF lahko tudi varujemo celotno omrezje, ¢e uporabimo racunalnik, ki se direktno
povezuje na Internet z uporabo Internet Connection Sharing. Ves promet se potem
nadzoruje preko enega racunalnika, kot je pokazano na spodnyji sliki
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IFC ne $iti racunalnika pred ¢rvi in virusi in Trojanskimi konji

Aktiviranje ICF
Start->Control Panel->Win
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Internet informacijski servisi

Internet informacijski servisi (Internet information services) IIS, ki je vgrajen v Windows
XP je namenjen za enostavne web aplikacije in ima omejitev na 10 TCP povezav. IIS
omogocajo

Gostovanje ene spletne strani

Gostovanje enega ftp (file transfer protocol) streznika

SMTP virtualni streznik

Uporabo IIS za testiranje spletnih aplikacij

Skupna raba tiskalnikov preko Interneta

Namestitev IS

V nadzorni plos¢i izberemo oddaj/odstrani programe (add/remove programs) in izberemo
IIS servise pod Windows Components (potrebujete CD windows SP2)

Nastavitev IIS

Najprej odpremo okno za upravljanje z IIS servisi. Start->All Programs, My Computer,
kliknemo na desni miskin gumb in izberemo Manage , odpre se nam pogovorno okno
Computer Management.
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Servisi spletnega streznika

Pod IIS izberite Web Sites, kliknite miSkin desni gumb in izberite Properties (Lastnosti)
in pokaze se vam pogovrno okno.

150 i . lalx Web Sites Properties @E‘

Directory Securit ity HTTF Headers Custorn Errors. ASP.NET
ISA&PI Filters Home Directory Document its

T [port | sobus
*MlUnassned 80

i

ISAPI filter

ISAPI filter je program, ki ustreza dolo¢enim dogodkom za procesiranje http zahteve.
Lahko spremeni vhodno zahtevo, vraca podatke in dodaja nove lastnosti IIS. Z gumbom
add lahko dodamo nove servise.

Domaca mapa (Home Directory)

Home directory jezicek vsebuje lastnosti o spletni strani, kje se spletna stran nahaja,
nacin dostopa, dovoljenja do mape in konfiguracija spletne strani, kateri servisi so na
voljo in kako naj se dostopa do mape, kjer se nahaja spletna stran. Drugi razdelek pa
predstavlja nastavitve aplikacije pod Configuration, kjer lahko dolo¢imo kasen tip spletne
strani se bo izvajal v spletni mapi in nastavitve za asp spletne strani.

Documents
Tukaj nastavimo ime dokumenta, ki se bo odprl ob dostopanju do nase spletne strani.

Directory Security

Tukaj nastavimo dostop uporabnikom do spletne strani.

Http Headers

V tem razdelku doloc¢amo veljavnost vsebine (Enable Content Expiration), kjer dolo¢imo
casovno veljavnost informacij.

moznosti zaglavja (Custom Header Option), tukaj nastavljamo moznosti zaglavja http iz
ISS spletnega streznika proti uporabniku (klientu).

Vsebinsko ocenitev, kjer dolocamo vsebino http zaglavja, ki definirajo vsebino gostujoce
web strani. Uporabnik lahko nastavi vsebinske nastavitve za spletni brskalnik z uporabo
MIME informacije, kot na primer kratice datotek.



MINE (Multipropose Internet MAil Extensions) map. Te nastavitve identificirajo tip

vsebine Web stani

Nastavitev privzete spletne strani

Default Web Site Properties

T
Default Web Site Properties
|| DiectoySecuity | HTTPHeaders | CustomEwors | ASPMET |
) webSte | ISAPIFites | HomeDiectoy |  Documents |
- wieh Site | dentiication
i Discription
IP Addess [ Unassigned) v [dvanced.. |
TCF Part S5L ot |:|
Cornections
Connetion Timeaut: seconds
i HTTF Keep lives Enabled
Enable Logaing
Active log format
| W3C Extended Log File Fomat ~| [ Propeties.
»
MINE{M
vsebineW
Nastav
Ll

Application Settings

Appicationname:  |Default Agplcation Femove |

|
<Default Weh Site>

[ Conliguation... |

Application Protection | Medium (Posled) v\[ Urioad |

Starting point
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Nastavite ip vaSega racunalnika in vtipkajte vas IP naslov v obliki http://192.198.1.106.
Ce ste vse dobro naredili se mora pokazati spletna stran, ki je v obliki index.htm.

(B[R gew jumt Fgma [uk Tl Qe Foee snie e

R RN NI R AN W W AR RIS e e NN
o o sw B EEBE A EEER

<herkys] stims v s dwer <o [3]

D

Under Construction

The 52 30U
defaut page
carfigare.

£rrng 9 P doad not cutmeel hio &
a1 e m i process of beng uoorades and

Plees iy s £t 3G later. I vou 3 experience the
COLAENG the Wb s adewitrator

Stran ju v istelen, vam Irtpmatne Tehnciogos

{Bag] e e Qrrres |




FTP (file transfer protocol) streznik

Ftp ostaja zelo atraktiven za prenos datotek v medmreZzju. FTP streZnik se nastavi zelo
podobno kakor http streznik, preko Computer Management konzole.

Zanimiva je konfiguracija uporabnikov, kjer lahko omejimo dostop do ftp streznika samo

dolo¢enim uporabnikom.

FTP Site | Securiy hecourts | Messages | Home Directory |

Allow Anonymous Connections

Select the Windows User Account to use for anonymous access to this iesouce

Usemame:  [IUSR_DUSANPC [ oromse.. |

[ &llow only anonymous connections
Allaw 1S ta contral password

FTP Site Operatars

‘@Admlmstlatnrs Add

Remove

[ ok [ cancel | [ apob | Heb

Default FTP Site Properties VAR FIL i e ‘ilgl

| FTP Site | Secui Accounts | Messages | Home Directory |

FTP Site | Security Accounts | Messages | Home Directary|

FTP Site Messages: ‘when connecting b this resource, the content should come from:

Barner: () a ditectory located on this computer
() a share located on anather computsr
FTP Site Directory

Local Path [ \inelpubtprant | [ Browss
[P Read
Welome [wiie
[#] Log visits
Ditestory Listing Style
QUNIK®
Eit @ Ms D05 ®
| |
Marimun connections:
|
ok [ cencel | [ apy | [ Hep ] 0k J [ cancel | [ amn | [ Heb




Ob pravilni konfiguraciji streznika ftp in pravilnem vnosu ip naslova lahko vidimo
datoteke, ki jih imamo na ftp strezniku.

(= FTP root at 192.168.1.106 - Windows Internet Explorer

@‘C_/ = | ooz, es.. 108

Fie Edit View Favorkes Tools Help

W 22|~ | @FTProat at 192.168.1.106 X [ﬁmta\nsta

Fiov B) - @ v [ Page - CETodks
FTP root at 192.168.1.106

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

02/28/2008 03:57 3 Internetne Tehnologije.tx

10



Skupna raba datotek in map

Namen skupne rabe datotek je, da omogoc¢imo datoteke, ki so na enem racunalniku vsem
ostalim radunalnikom, ki so bodisi v enaki delovni skupini ali v enakem podomrezju. Ce
zelimo postaviti mapo v skupno rabo kliknemo v brskalniku na zeleno mapo, ki se nahaja
na nasem disku in kliknemo lastnosti (Properties). Nato pritisnemo jezi¢ek Sharing in
izberemo »Share this folder on the network« in na ta na¢in omogoc¢imo skupno rabo
datotek.

instal Properties

Bl BSE Ve Teeoter Took  Web i

General | Sharing | Customize

Qua- O 3 Oswe | rusen | [
-l ~ B Local sharing and security
Faiders = . 4 T To share this folder with ther users of this computer
& pestoo a ] ) orly, drag tt to the Shared Documents folder.
) My Decumants
R L | o To make this folder and its subfolders private so that
- - onfy you have access, sslect the following check box.
| ho_resen
— Network sharing and sscurity
™ o shiare this folder with both network users and other
(= users of this computer, select the first check bax below

and type a share name.

Browse Wi ACDSee 10 Fhoto Manager Share this folder on the netwark

[[] Allow network users to change my files
Leam more about sharing and security
_j(l Windows Firewall will be corfigured to allow this folderto be
shared with other computers on the network.
View your Windows Firewall settings

oK | [ Cancel | [ Aply ]

Varnost map

Ce Zelimo dolo¢iti varnost mape in dodeliti dostop le do posameznih uporabnikov,
moramo izklopiti enostavno skupno rabo datotek. To naredimo tako, da v nadzorni
plos¢i izberemo (Control Panel) Folder Options in izklopimo Simple File Sharing in ¢e
sedaj kliknemo na mapo in z pogledamo njene lastnosti lahko dolo¢imo $e uporabnika, ki
ima dostop do te mape in ali lahko datoteke samo spreminja, bere ali pa ima popoln
nadzor nad njimi.

Permissions for instal

instal Properties |Z|E|

General | Sharing | Securty | Customize

Folder Options

Share Permissions ‘

General | View | Fiie Types | Offine Files

Folder views 7 You can share this folder with other users on your X
. You can apply the view fsuch as Details or Tiles)that network. To enable sharing forthis folder, click Share this Group or user names
you are using forthis folder to all folders folder. €7 Everyone
A Al Folders ) Do not share this folder

Reset All Folders

Advanced seftings

Remember sach folder’s view setings
[ Restore previous folder windows at logon
[ Show Cortrol Panel in My Computer

B

© Pokaii oba dels vendarjih upraviaj kot eno datotek

[M] Use simple file sharing (Recommended)

~

| &

Restore Defaults

[l

(® Share this folder

Share name:  [instal

Commert: |

User limit: ® Maximum allowed

Caching

shared with other computers on the networ

Miew your Windows Firewall seftings

|
|
-

Windows Firewall will be corfigured to allow this folderto be

ok | [ cancel | [ fepy

]

ok | [ cencel ]

Apply

l

Show encrypted or compressed NTFS files in color © Alow this number of users: )
Pemissions for Everyone Alow Der
Show pop-up description for folder and deskiop tems o w
(3 Upraviteljski pari spletrib strari in map To setpemisions for users who sccess tis | Pormisgons | Ful Control O m]
© Poksi oba dels in jh upraviaj posamiéno To configure seftings for offine access, dlick Read O




Skupna rabatiskalnika

Namescen tiskalnik lahko damo v skupno rabo, podobno kakor smo to storili za mape.

Do printerjev pridemo preko Start->Printers and Faxes, izberemo printer in kliknemo na

lastnosti (Properties). Pod Sharing damo tiskalnik v skupno rabo in ga poimenujemo.

%= Adobe PDF Properties

Color Management Device Settings
General Sharing Ports Advanced

Y\, You can share this printer with other users on your network. To

@ enable sharing for this printer, click Share this prrter.  you share
this printer, Windows Frewal will be corfigured to allow this
printer to be shared with ather computers on the network.

() Da not share this printer
(&) Share this printer

Share name: ‘Pnrﬁer HP

Drivers

ff this printer s shared with users running dfferent versions of
Windows. you may wart to instal addiional drivers. so that the
users do nat have to find the print diiver when they connect to
the shared printer.

Additional Drivers.

ok [ caneel | [ Aeey |

Na drugih ra¢unalnikih lahko dodamo tiskalnik (Add printer), kakor omrezni tiskalnik. V
carovniku izberemo naprej (Next), dodamo mrezni tiskalnik in nato dodamo IP naslov
racunalnika na katerem je tiskalnik namescen za skupno rabo in ime racunalnika, bi se
moral izpisati avtomatsko.

W Printers and Faxe:

Pl BGt Vww Feotes Took Web &
¥ | Oswe i rieen | [T
5 P [ - Bs
;ii m 18 1P Moble Prnting 5
]
1 — BT\ ucsich iten Becusict fragh ieranolt XPS Diocuemant Wetet
= T WERE which haios vou nscal 3 Dk i
F] = =
&
-
* D
& s

i

Add Printer Wizard

Specify a Printer A
If you dont know the name or address of the printer, you can search for a printer t:-’
that meets your needs.
‘What printer do you want to connect to?
(O Browse for a printer
(%) Connect to this printer (or to browss for a printsr, select this option and click Mest):

Name: [\\164.8.30.34\Prter HP) |

Example: \\server\prirter
(O Connect to a printer on the Intemet or on a home or office network:

AL | |

Example: http://server/printers/myprinter/ printer

<Back J[__MNet> | [ Cancel

Add Printer Wizard

Local or Network Printer O
The wizard needs to know which type of printer to set up. w

Select the option that describes the prirter you want to use

O Local printer attached to this computer

(%) Anstwork printer, or a printer attached to another computer

= To set up a network printer that is not attached to & print server,
\!') use the "Local prirter” option.

<Back ][ Nea> ] [ Cancel
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Net session, net share in net File ,net stat
Ugotovite pomen Net Session, Net Share in Net file.
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Navidezno omrezje (Virtual Private Networking) (VPN)

Navidezna privatna omrezja ali (Virtual Private Networking VPN) si lahko predstavljamo
kakor razsiritev privatnega omrezja, uporabniki pa se »priklopijo na omrezje« in
navidezno omreZje omogoca, da uporabniki uporabljajo omrezje kakor da bi bili
priklju¢eni na omrezje. Posamezne VPN povezave se obnasajo tako, kakor povezave
toCka-toCka. Racunalnik se lahko poveze na virtualno omrezje z katerokoli povezavo
(modemom, Siroko-pasovnim internetom,...) VPN nadzoruje autenti¢nost, torej se
uporabnik mora prijaviti v omrezje, pri tem lahko preveri IP naslov in uporabniSko ime in
geslo, VPN lahko upravlja z naslovi tako, da dodeli uporabniku IP naslov omrezja,
omogoca enkripcijo podatkov.

VPN uporablja t.i. tunelski transport (ang. tuneling) za izmenjavo podatkov med klientom
in omrezjem. Promet iz omreZzjal se prenasa na klienta v omrezju 1 s pomocjo
komponent omrezja 2. Uporabljata se dva protokola point to point tunneling protocol
(PPTP) in Layer two tunneling protocol (L2TP) z uporabo Internet protocol security
(IPSec).

Povezava na VPN streznik

Start->All programs->Network Connentions->Create New Connection
'

£ 16 et et berran ox il ol rost . o w13 8 o

7 5et up an advanced eonnection

Connect drectly %o another computer sing your senal. paralbel, or infrared portor
o . bl this Compute 80 that o COMpuberns can cannect o &

cBock || fees | [ Conce |

New Connection Wizard . -
N N rrE————
Network Connection
How do you want to connect to the network at your workplace? CGonneation Name
’ Speciy a name for his comnection to your werkplace

e Type  name for this connection in the following be.
) Dial-up connection
Connedt using & modem and a regular phone line or an Integrated Services Digial
Network (ISDN) phone e SPARC

Company Name

( Virtual Private Network connection For example, you could type the name of your warkplace or the riame of a server you
Connect to the network using a vitual prvats network (VPN) connection overthe wil connect to
Intemet.

<Back || Mea> | [ Cance <Back [ Net> | [ Cancel
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New Connection Wizard New Connection Wizard

Public Network VPN Server Selection
Windows can make sure the public network is connected first Whit is the rame or address of the VPN server?
Windows can automatically dial the intial connection to the Intemet or cther public Type the host name o Intemet Protocol (IF) address of the computer to which you are
network, before establishing the vitual connection connecting

(%) Do not dial the inital cannection.
© Automaticaly dial this intial connsction:

Host name or IP address for example, microsaft com or 15754.0.1 )

16413213

rd

New Connection

Smart Cards
YYou can use your smart card with this connection.

[ <Back J[ New> | [ Cancel

You can configure this connection to use your smart card to log you into the remote
network. Select whether to use your smart card with this connection

(O Use my smart cand
(® Do ot use my smart card

[ <Back ][ Met> ] [ Caneel

Povezava

=

fi S [ il
Ircomng
W Sty [re— L

] w0 e v et et b o ke ooy

L880c Wigh Sput Intoarint

FF cnrmns
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Ustvarjanje VPN streznika

New Connection Wizard

Advanced Connection Options

Which type of connection do you want to set up? @

Select the connection type you want:
(®) Accept incoming connections

Allow other computers to connect ta this computer through ths Intemet, a phone
line., or a dirsct cable connection

() Connect directly to ancther computer
Connect to ancther compLter using your serial, parallel, or infrared port

[ <Back ][ Net> ] [ Canca |

New Connection Wizard

Incoming Virtual Private Network (VPN) Connection
Ancther computer can connect to yours through a VPN connection

Vitual private connections to your computer through the Intemet are possible anly
your computer has = known niame o IP address on the Intemet.

f you allow VPN connections. the system will modfy the Windows Firswall settings to
allow your compter to send and recsive VPN packets

Do you wart to allow vitual private connections to this computer?

(@ Allow vitual private connections

(O Do not allow vittual private connections
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Connection Type
What do you wert 1o do?

) Corewet to the ket

) Corewet to the retwork st my workplace

a field office. or another location.

() 5et up @ home or small office network:

x
(5 Set up an sdvanced connedtion

Connect deectly 10 another comouter usng your sensl. parael o irfrared pod. o
set Up this computer 80 that other compuban can conned 1o I

Ceto )ty ] [Comen ]

Devices for Incoming Connections:
You can choose the devices your compLter uses to accept incoming connections

Select the check box next to each device you want to use for incoming connections
Connection devices:

&3 Buetooth Modem
[, Direct Parallel (LPT1)

[ <Beck J[ MNea> ] [ cancel |
New Connection Wizard
User Permissions
You can specify the users who can connect to this computer.

Select the check box next to sach user who should be allowed a connection to this

computer. Note that other factors, such as a disabled user account, may affect a user’s
ability to connect

Users allowed to connect:

~
[ @ ASPNET (ASP.NET Machine Accourt) |
= m dusan (Dusan Gleich)
[ 4 Guest
O m HelpAssistant (Remote Desktop Help Assistart Account) 3
B | ®
[ add.  |[ Remove ][ Propetes |
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